MUHHUCTEPCTBO OBPA30OBAHUA U HAYKH POCCUMCKOM ®EJIEPAIINA

JEIDAPTAMEHT IT'OCYJAPCTBEHHOM IMOJIUTUKHA B COEPE
OBLIET'O OBPA3OBAHUA

NUCbMO
ot 14 mas 2018 r. N 08-1184

O HAITPABJIEHUU NTHO®OPMALIUN

JlemapTaMeHT TOCYAapCTBEHHOM MOJIUTUKHU B cepe obmiero odpazoanus Muno6puayku Poccun
HampaBJsieT A CBelieHHs paspaboranHble Bpemennoii komuccueit CoBera ®denepanuy Mo pa3BUTHIO
UH(QOPMAIIMOHHOTO O0IIeCTBA METOAWYECKUE PEKOMEHIAIMK O Pa3MEUICHUM Ha WH(POPMAIMOHHBIX
CTeH/ax, opunmanbHEIX ~ MHTEpHET-caliTax M JAPYruX  HMHOOPMAIMOHHBIX  pecypcax
0011e00pa30BaTENbHBIX OPraHU3alUi U OPraHOB, OCYIIECTBISIOMINX yIpaBiieHHe B cepe oOpa3oBaHus,
uH(popMamy o 0€30MacCHOM MOBEACHUH U HCIOIb30BaHuU ceTH "MHTepHet".

Hupexrop /lenapramenta
A.EIIETPOB

[Ipunoxxenne

METOJINYECKHAE PEKOMEH/IALIAN
O PASMEIIEHAN HA MTH®OPMALIMOHHBIX CTEHIAX, O®UIIMATBHBIX
WHTEPHET-CAMTAX M IPYTUX UTHOOPMAIIMOHHBIX PECYPCAX
OBIIEOBPA30OBATEJBHBIX OPTAHU3AIINIT M OPTAHOB,
OCYIIECTBJISIOMNX
YIPABJEHUE B COEPE OBPA3OBAHMS, THOPOPMAILINA O BE3OIIACHOM
MOBEJEHUM U UCMOJIb30BAHUY CETH "WHTEPHET"

OkcnepramMmu U ujneHamMu Bpemennoil komuccun Cosera @egepanuu 10  pa3BUTHIO
MH(POPMALIMOHHOTO OOIEeCTBA B paMKax BBIMOJHEHUS PEKOMEHIAUUN MNapJaMEeHTCKUX CIyIIaHui
"AKTyaJlbHbIE BOMPOCHI OOecrnedyeHHus: O€30MacHOCTH U Ppa3BUTUA JE€Te B HH(POPMAIMOHHOM
npoctpaHcTBe”, koTtopble mpomun B Coere @Penepauuu 17 anmpens 2017 r., 6buM pa3paboTaHbI
METOJIMYECKUE PpEKOMEHJAMM O pa3MEUIeHMH Ha UWH(QOPMAlMOHHBIX CTEHAaX, O(UIHaTbHBIX
MHTEpHET-caiiTax M JApYrux HWH(POPMALMOHHBIX pecypcax o001ieo0pa3oBaTelbHbIX OpraHu3aluil U
OpraHOB, OCYIIECTBISIONINX YIpaBieHUe B chepe 0Opa3oBaHusi, HHPOPMAIMH O OE30TTaCHOM TTOBEJCHUHN
U ucnonb30oBaHuM cetu "MHTepHeT" (Ianee - METOIUYEeCKHe PEKOMEH IAIINN ).

Metoauueckie  peKOMEHJAllMM  HampaBieHbl Ha  KaueCTBEHHOE  TIOBBIIIEHHE  YPOBHS
MH(POPMAIMOHHON /eATENbHOCTH 00111e00pa30BaTEeIbHBIX OpPTaHU3alMii U OpraHoB, OCYLIECTBISIONIMX
ynpasiieHue B cepe oOpazoBaHus, B 4aCTH MH(GOPMUPOBAHMS YyYaIllUXCs, UX POAUTENEH (3aKOHHBIX
NpeJCTaBUTENIe) M  MEeJaroruyeckux paOOTHUKOB 00 OCHOBHBIX aclekTax HH(OpMaIMOHHON
0€301MacHOCTH.

Metoanueckie peKOMEHJAlMU I03BOJIAT 00Ie00pa30oBaTeIbHBIM OpraHU3alysIM M OpraHam,
OCYILECTBISIONIMM YIpaBlieHHe B cdepe o00pa3oBaHus, AaKTyalU3UpOBaTh YXKE HCIOJIb3yeMble H
pa3MelleHHbIe HTHPOPMALIMOHHbBIE MaTEepUabl, TAK U MOJTOTOBUTh UX B CIIydae UX OTCYTCTBHS C yYETOM
JYYIIUX TPAKTHK U PpEKOMEHIalUH.

B pamkax MeToaMuUECKHUX pEKOMEHAALNN pacCMaTPUBAIOTCS CIEAYIOIINE HHCTPYMEHTBI:

1. uH(bOpMaLIMOHHBIE CTEH/IBI;




2. opunmanbHble HHTEPHET-PECYPCHI;
3. cpencTBa MaccoBOi HHpOpMAINH (ITKOJIBHBIEC Ta3€Thl, IEIarOTUIECKIE U3aHUS U APYTHUE).

HNudopmanmoHHbIe CTEHAbI

Ha nadopManuoHHbIX cTeHax B 0011e00pa30BaTeIbHBIX OPraHU3alUIX, PACTIOIOKEHHBIX B (oiie
YUpEeKACHUH M B KaOWHETax, OCHAIIECHHBIX IEPCOHAJIbHBIMM YCTPOMCTBAMHM Ui BBIXOJA B CETh
"NHaTepHeT", peKOMEHYeTCsl pa3MeCTUTh MH()OPMAIIMOHHBIE MaMSITKH, COJIEpKaIllie OCHOBHBIE COBETHI
1o o0ecrieyeHnIo HH(HOPMALIMOHHON 0€30IaCHOCTH YYaLUXCS.

B mpunoxxkennn N 1 K METOAMYECKUM PEKOMEHJIAIMSIM IPEICTaBICH O0pa3el MaMSATKH s
pasMelleHust Ha THPOPMALIMOHHBIX CTEH/aX.

CpencrBa MmaccoBoii MH(pOpMaIIUU

B cpencrBax maccoBoil MHGpOpMaIMM, OPUEHTUPOBAHHBIX Ha OOYyYaIOUIMXCS, PEKOMEHIYETCs B
TEYCHHE YYEeOHOro TOJa pEryJSIpHO MyOJUKOBaTh HWH(POPMAIMOHHBIE MAaTEPHUANbl, TOCBSIIECHHBIC
OTJENbHBIM acrlekTaM HHQOPMAIIMOHHOM O0e30macHOCTH, a TakKe pa3IUyHble MaMSATKU O0OIIero
Xapakrepa.

B cpenctBax maccoBoil nuH(pOpMaIu, OpUEHTUPOBAHHBIX HA MEJAarorMyecKyro OOIIeCTBEHHOCTD,
PEKOMEHIYEeTCSI B TCUCHHE KaJICHIAPHOTO TOAa PETYIIPHO MyOIMKOBaTh HH()OPMAIIMOHHBIC MaTEPHAIIBI,
MOCBSIICHHBIE OTJEIbHBIM aclieKTaM WH()OPMAIIMOHHOM 06€30MaCHOCTH KaK HECOBEPIICHHOJIETHHX, TaK U
0011e00pa30BaTeIbHBIX OpPraHU3AIMi, a TaKXKe Pa3IMYHbIC MaMATKH, 0030pbl HOPMATHBHO-TIPABOBOTO
perynupoBanusi JaHHOU cdepbl U UHPOPMALMIO O aKTyaJbHBIX MEPONPUATUSAX U COOBITUSX B JAHHOU
cepe.

B xome mpoBeaenuss Enumnoro ypoka mo 6e3omacHocTH B cetu "HHTepHeT" pekoMeHIyeTrcs
00eCneunTh BBITYCK TEMATHYECKOTO BBIMYCKA CpPEACTBA MaccoBOM uHpopManuu nub0 Ccepuu
myOIuKanui, cpeid KOTOPBIX PACCMOTPETh OpraHM30BaHHBIE MEPONPUATHSA Ui OOYUYaIOIIUXCS, UX
poautenei (3aKOHHBIX MPEICTABUTENEH ) U TIEIarornuecKoil 00IeCTBEHHOCTH.

O¢puunansubie MHTEpHET-pecypChl

OO6mieo0pa3oBaTebHBIM  OpPTaHM3allMsAM  PEKOMEHAYeTCS  Ha  CBOMX  O(PHUIIMATBHBIX
WuTepHer-pecypcax obecrneunTh (QYHKIMOHUPOBAHUE CAMOCTOSITENBHOTO M CHEUATU3UPOBAHHOTO
paznena "WudopmarnmonHas 0e30macHOCTB", B paMKax KOTOPOTO MPEIyCMOTPETh pa3MeEIleHHE
cienyromiei nHpopMaIuu:

Paznen/monpa dopmar CopepxaHue MaTepHUaIOB
31en MIPECTABICHUS
MaTepHaoB
JloxanpHBIE Kommn Pasmemarorcs xormmn
HOpPMAaTHBHBIE aKThl | IOKYMEHTOB B JTIOKYMEHTOB, T.€. CKAHUPOBaHHbII
B cepe dopmare *PDF BapHaHT JJOKYMEHTA,
obecrieyeHus COOTBETCTBYIOLIUI TpeOOBAHUAM K
WHPOPMAIIMOHHOM napameTpam CKaHUPOBaHMUSI.
6e30macHOCTH Pa3merarorcst JTOKyMEHTHI,
oOyuaromuxcst perIaMEeHTHPYIOIINE OPTaHU3aINI0 U
paboTy ¢ epCoHaNbHBIMU JAHHBIMH,
IJTaHBI MEPONPUATUH IO 00ECTIEUEHUIO
UH(POPMALIMOHHOM 6€30MacCHOCTH
00ydJaronumxcs u Apyrue.
HopmatuBHoe Komun [1yOnukyroTcst aKTyanbHbIE




perynupoBaHue JIOKyMEHTOB B CBeZIcHHsI O heIepATbHBIX U
dbopmare *PDF PETHOHANIBHBIX 3aKOHAX, MUChMaxX
OpTraHOB BIACTH U JAPYTUe
HOPMAaTUBHO-TIPABOBBIE JOKYMEHTHI,
periaMeHTHpyolme odecneueHne
nH(pOpMaIMOHHOM 0€30MMacHOCTH
HECOBepIIeHHONIeTHHX. [lomyckaercs
BMECTO KOIUU pa3Melarhb
TUTEPCCHUTKA HA COOTBETCTBYIOIIUE
JIOKYMEHTBI Ha caiiTax OpraHoB
rOCyIapCTBEHHOW BJIACTH.

Ileparoruuec TekcT Ha Pa3zmemarorcst MeToguueCcKUe
KUM paOOTHUKAM CTpaHHUIIE caiTa PEKOMEHJIALMM U YKa3bIBACTCSA
Komuu uH(pOpMAIIUS O MEPOTIPUATHSIX,
JIOKYMEHTOB B MPOEKTaxX U Mporpammax,
dopmare *PDF HAIPABJICHHBIX HA TOBBIILICHUE

MH(OPMALIMOHHON TPAMOTHOCTH
MeJaroru4eckux pabOTHUKOB.

OO6yyaromum TexcT Ha Pa3memaercs unpopmarionsas
cst CTpaHUIe caiiTa namsTka (npuioxenue N 2) u
yKa3bIBaeTcs HH(opMarus o
MEpOIPUATHSIX, IPOCKTAX U
porpaMMax, HalpaBJICHHBIX Ha
HOBBIIICHNE HHPOPMATOHHOM
IPaMOTHOCTH OOYYaIOIIMXCSl.

Ponurensam Teker Ha Pa3memiaercs uHpopmarionsas
(3aKOHHBIM CTpaHHULE caiiTa namsTka (npusioxenue N 3).
MIPE/ICTaBUTEIISIM)
oOyJaromuxcs

Herckue Teker Ha Pa3memaercs nunpopmanus o
Oe3omacHble CaliThl | cTpaHUIE caiiTa PEKOMEHIYEMBIX K MCIIOIb30BAaHUIO B

y4eOHOM TIpoiiecce 0e30MacHbIX
caiiTax, 6aHHepBI O€30MACHBIX AETCKUX
CailToB.

Opranam, OCYIIECTBISIONIUM yIpaBiieHue B cdepe oOpa3oBaHUsl, PEKOMEHAYETCS Ha CBOUX
opunmaneueix  MHTEpHeT-pecypcax — obecneuuTh  (QYHKIMOHMPOBAHHUE  CaMOCTOSITEIBHOTO U
crenuanu3upoBaHHoro pasnena "MHdopmannonnas 6e30nacHOCTh", B paMKax KOTOPOTO MPeTyCMOTPETh
pasMelleHue cieayronei nuhpopmMalmu:

[Ipunoxenne N 1

IHAMATKA _
JIJII OBYUYAIOIIIUXCA OF TH®OPMAIIMOHHOM BE3OIMACHOCTH JETEN

HEJIb351




1. Bcem monpsit cooOImark CBOIO YacTHYIO MH(POpPMALUIO (HacTosAme umsl, hamminio, TenedoH,
ajipec, HOMep MIKOJIIbI, a Takxke GoTorpaduu CBOU, CBOCH CEMBH U JIPY3€i);

2. OTKpBIBaTh BIOYKEHHBIC (haiiyibl AJIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIS;

3. I'pyOuTh, mpuanpaThCs, OKa3bIBaTh JABICHUE - BECTH CE0s1 HEBEKIIMBO U arpeCCUBHO;

4. He pacnopspkaiicsi AeHbraMu TBOEH CEMbHM O€3 pas3pelleHus CTapIIuX - BCEraa CIpariuBai
poauTenen;

5. He Bcrpeuaiics ¢ MHTepHET-3HAKOMBIMM B PEaJIbHOU KU3HU - MOCOBETYWCS CO B3POCIBIM,
KOTOPOMY JI0BEpSIEILIb.

OCTOPOXHO

1. He Bce numyr npaBay. Yurtaems o cedbe Henpasay B MHTepHere - coolmu 00 3TOM CBOMM
POOUTECIIAM WJIN ONICKYHAM,

2. IlpurnamaroT nepenuchiBaThesl, UrpaTh, 0OMEHUBATHCA - IPOBEPH, HET JIM [10/1BOXA;

3. HesakonHoe konrpoBaHue ¢aiisioB B IHTepHETE - BOPOBCTBO;

4. Beerna paccka3sbiBail B3pocibIM O po0sieMax B CETH - OHHU BCErZia IIOMOTYT;

5. Ucnonp3yit HacTpoliku 0€30MacHOCTH M NMPUBATHOCTH, YTOOBI HE MOTEPSATH CBOM AKKAYHTHI B
COLICETAX U JPYTUX MOpTalax.

MOYKHO

1. YBaxaii Ipyrux mojb30BaTeleu;

2. Ilonb3yernibcst IHTEpHET-UCTOYHUKOM - JieJail CChUIKY Ha HETo;

3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6marbes 32 MOMOIMIBIO B3POCIBIM - POJUTENH, OMEKYHbl W aJMUHHUCTpAIMs CallTOB BCErAa
IIOMOT'YT;

5. Ipoiian oO0yuyenue Ha caiite "CeTeBUYOK" U MOTYYH MacnopT HUGPOBOro rpaxaaHuHa!

[Tpunoxenne N 2

NHO®OPMAIIMOHHASA ITAMATKA
JJISL OBYYAIOIUXCA 1J151 PASMEIEHUSA
HA OOPUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXAbIM ToJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbILE, a IIKOJbHUKH OJHU U3 CaMbIX
aKTUBHBIX THoOJb30BaTesied PyHera. Mexay TeMm, IIOMHMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HECeT U NMpo0JieMbl. DTa namsTKa JODKHA IOMOYb Tebe 0€301MacHO HaXOAUThCS B CETH.

Komnbrorepabie BUPYyChbI

KoMmnploTepHblil BUpYC - 3TO Ppa3HOBUIHOCTH KOMIIBIOTEPHBIX IPOTPaMM, OTJIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS] CIOCOOHOCTH K pa3MHOXKEHHIO. B 1onoHeHNe K 3TOMY, BUPYChI MOTYT
MOBPEINUTh WJIM TOJHOCTHIO YHHUTOXHUTH Bce (ailfibl U JaHHBIE, MOJKOHTPOJIBHBIE IMOJIB30BATENI0, OT
MMEHU KOToporo OblIa 3alyllleHa 3apakKeHHas MporpaMma, a TakKe MOBPEIUTh WIH JaKe YHUUTOXHUTb
OTEPALMOHHYIO CHCTEMY CO BceMH (ailmamMu B 1enoM. B GOJBIIMHCTBE ClyyaeB paclpoCTPaHSIOTCS
BHUPYCHI Uepe3 UHTEPHET.

MeTo/1b1 3aIIUThI OT BPEJOHOCHBIX POTPaMM:

1. Mcionp3yli COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOINE CEPhE3HBIM YPOBEHB 3aIUTHI OT
BPEIOHOCHBIX ITPOTPAMM;

2. TlocrossHHO ycTaHaBiauBaiW mauTd (UM(pPOBBIE 3alIaTKH, KOTOPHIE aBTOMATHYECKHU
YCTAQHABJIMBAIOTCS C LENbI0 JOpabOTKH MpOrpamMMbl) W JApyrue OOHOBIICHHS CBOEH ONepanroHHON
cucteMbl. CkaunBaili UX TOJIBKO ¢ odunmanbHOro cairta paspaborunka OC. Ecnu cymecTByeT pexum




aBTOMAaTHYECKOT'0 OOHOBIICHHSI, BKIIIOUH €T0;

3. PaboTaif Ha cBOEM KOMIIBIOTEpE IO/ MpaBaMH IOJIb30BATENA, @ HE aJMUHUCTPATOpa. ITO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IIPOTPaMM HHCTAJUIMPOBATBCS HA TBOEM IIEPCOHAIBHOM
KOMITBIOTEPE;

4. Vcnonp3ylh aHTUBUPYCHBIE IPOTPaMMHBIE NPOAYKTHI HM3BECTHBIX IPOM3BOJIUTENCH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpannub (pu3HYECKU JOCTYI K KOMIIBIOTEPY Ul IOCTOPOHHUX JIMLL;

6. HMcmonp3yil BHEIIHME HOCHTENM HH(GOpMAIMM, Takue Kak ¢uiemka, JUCK wWiu ¢ailn u3
MHTEPHETA, TOJIKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTKpbIBaii KOMIBIOTEpHBIC (ailiibl, TOTYYSHHBIE U3 HEHAJES)KHBIX HCTOUYHUKOB. Jlaxe Te
(ailnbl, KOTOpPbIE MTpUCIaT TBOM 3HAKOMBIN. JIyullle yTouHH y HEro, OTHPABJIsUI JIU OH Te0e UX.

Cerun WI-FI

Wi-Fi - 510 He BHJ Mepeaadn JaHHBIX, HE TEXHOJOTHS, a BCEro JIuiib Open, mapka. Emte B 1991
roAy HUAEpJIaHAcCKas KoMmraHus 3apeructpupoBana Opena "WECA", uro 0003Hauaso cloBOCOYETaHHE
"Wireless Fidelity", kotopsblit mepeBoauTcs Kak "0ecrnpoBogHAS TOYHOCTE".

Jlo Hamrero BpeMeHH JAONUIA Jpyras abOpeBHaTypa, KOTOpas SBISETCS TAaKOH K€ TEXHOJOTHUEH.
Orto ab6peBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHJAPT BBICHICH 3BYKOBOM
texuuku Hi-Fi, 4o B mepeBose o3HayaeT "BhICOKAss TOUHOCTH'.

Ja, OecrutaTHbII WHTEpHET-IOCTYH B Kade, OTeNsIX M adporopTax SBISETCS OTIUYHON
BO3MOXXHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCIIEPTHI CYUTAIOT, yTO 00menocTymubie Wi-Fi cetn He
SIBIIAIOTCS] 0€30MaCHBIMHU.

CoBertbl 110 0€30MacHOCTH pabOThI B 00IIEI0CTYIHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nuunyto nHpopMaiuio yepes oomenocrynusie Wi-Fi cetu. Pabotast B Hux,
JKeJlaTeIbHO HE BBOJIUTH MAPOJIH JJOCTYIIA, JIOTHHBI U KAKHE-TO HOMEPA;

2. Hcnonb3yii u OOHOBIANM AaHTUBHPYCHBIE MporpaMMbl M Opanamayep. Tem cambIM ThbI
obe3omnacuib ceds OT 3aKaYKy BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun ¢ynkuuio "OOmuit noctyn K ¢aiiam u nmpuHTepam'.
JarHass (QYHKIMS 3aKpbhITa [0 YMOJTYAHUIO, OJHAKO HEKOTOPHIC TOJL30BATEIM AKTHBUPYIOT €€ IS
y100CTBa HCHOIB30BaHUA B paboTe UK yuebe;

4. He ucnonp3yit nyonuunsii WI-FI s mepenaun MMUYHBIX JaHHBIX, HApUMEpP JUIS BbIXOJa B
COLIMAJIbHBIEC CETH UITU B DJIEKTPOHHYIO TOYTY;

5. Ucnonw3y#t Tonbko 3ammuiieHHoe coenunenune uepes HTTPS, a ne HTTP, 1.e. nmpu HaGope
BeO-azpeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone otkmoun ¢yHkiuo "Tlogkmouenne k Wi-Fi aBromatuuecku". He
JIOTTyCKal aBTOMaTHYECKOTO MOAKIIOUEHHUs ycTpoiicTBa Kk ceTsiM Wi-Fi 6e3 TBoero cornacusi.

CoumnajabHble CeTH

CoruanbHble CEeTH aKTHBHO BXOMAT B HAIly JKW3Hb, MHOTHE JIFOJIU PAOOTAIOT M JKUBYT TaM
mocTostHHO, a B Facebook y»xe 3apeructpupoBad MUUIHAP]] YEITOBEK, YTO SBISETCS OJTHOM CEIbMOM BCEeX
KUTeNed maaHeTel. MHOTHE MONIb30BaTelN HE MOHUMAKOT, 4TO WH(GOpMaIlus, pa3MelIeHHAas HUMH B
COIMATBHBIX CETSIX, MOKET OBITh HaliJIeHa M MCIOJIb30BaHA KEM YrOJHO, B TOM YHCJIE HE 00s3aTEIHHO C
OaruMu HaMEpPEHUSIMH.

OCHOBHBIE COBETHI IO 0E€30MACHOCTH B COLMATBHBIX CETIX:

1. Orpannys civcok apy3eid. Y TeOs B APY3bAX HE JIOIDKHO OBITH CIYYailHBIX M HE3HAKOMBIX
JTIOJIEH;

2. 3amumiaii CBOIO YacTHYIO >kKM3Hb. He ykaspiBail maponu, TenedoHbl, aapeca, JaTy TBOETO
POXIEHUS © JPYryl0 JWYHYI0 HWHGOpPMAIUo. 3IO0yMBITUICHHUKA MOTYT HCIOJb30BaTh JIaXe
UH(OPMAIIHIO O TOM, KaK Thl U TBOH POJIUTEINN TUTAHUPYETE MPOBECTH KAaHUKYJIBI,

3. 3ammiraid CBOIO PEMyTaluio - JEPXKHU €€ B YUCTOTE M 3aJaBail ceOe BOMPOC: XOTeN ObI ThI,
9TOOBl JpPYrHe TOJIb30BATENM BHIENHM, YTO Thl 3arpyxkaemb? [logymaii, mpexae dYeM dYTO-TO
OMyOJIMKOBATh, HAITUCATh U 3aTrPY3UTh;




4. Ecau TBl TOBOPHILB C JIIOABMH, KOTOPBIX HE 3HACIIb, HE MCIOJIb3YH CBOE PEATbHOE UM U
APYTYIO TUYHYIO0 HH(POPMALIUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eObl U POYee;

5. U30erait pasmemenus ¢otorpaduii B MHTEpHETE, THE ThI M300pa)k€H HA MECTHOCTH, IIO
KOTOPOU MOKHO ONPEACTUTH TBOE MECTOIOJIOKECHHUE;

6. Ilpu perucrpanud B COLUMAIBHOW CETH HEOOXOIMMO KCIIOJIb30BaTh CIOXHBIC ITapOJIH,
cocrosmue u3 OykB ¥ (P U C KOJTUIECTBOM 3HAKOB HE MEHEE §;

7. JInst CONMAIIbHOW CETH, MOYTHI U APYIHX CAHTOB HEOOXOIMMO HCIOJIB30BATh PAa3HBIC MTAPOJIH.
Torna ecnu Te6s1 B37IOMAIOT, TO 3J0YMBIIIJICHHUKY MOTyYaT JOCTYI TOJIBKO K OJHOMY MECTY, a HE BO BCE

cpasy.
JJIeKTPOHHbBbIE IeHbI' U

OJNEeKTpOHHbIE JEHbI'M - 3TO OYEeHb YAOOHBIM cHoco0 marexel, OJHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JECHBIH.

OJEeKTPOHHBbIE JEHBI'M IOSIBUJIMCh COBCEM HENABHO W MMEHHO H3-32 3TOI0 BO MHOI'HMX
rocyiapcTBax J0 CUX I0p He IMPONMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIMOHUPYIOT U O HUX YX€ HPOMMCAHO B 3aKOHE, IJIe UX Pa3AeNsIIoT Ha
HECKOJIBKO BHJIOB - aHOHUMHbBIE U HE aHOHMMHBbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeliaercss NPOBOAMTH oOmepauuu 0e3 HIeHTHU(UKALUU TO0Jb30BaTeNd, a B HEAHOHMMHBIX
UACHTU(DUKAIHS TOJTB30BATENS SABISIETCSA 0053aTEIBHOM.

Taxoke crieayeT pa3iauyarh IEKTPOHHbIE (UATHbIE JEeHbIH (PaBHbBI TOCYIaPCTBEHHBIM BAJIIOTAM) U
ANIEKTPOHHBIEC HE(UATHBIE IEHBIM (HE PaBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 OE30IIaCHOM paboTe € NEKTPOHHBIMU JJCHbIaMHU:

1. IpuBsoku K cyery MOOWIBHBIA TenedoH. DTO camMblii ymOOHBIH W OBICTPHIA CIIOCOO
BOCCTAHOBUTBH JOCTYN K cueTy. [IpuBsi3aHHBIN TeleOH MOMOXKET, eciau 3a0yjAellb CBOW IJIaTEeXHbBIN
MapOoJIb WM 3aiIeIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonw3yii ogHopaszoBele napoiu. [locne nepexoaa Ha yCHIIEHHYIO aBTOPU3aLUIO TeOe yKe He
OyzeT yrpokaTh OMAaCHOCTh Kpa)ku MIIM TepexXBaTa IIaTeKHOTO IMapoJs;

3. BoiOepu cnoxublii maponb. IlpecTynmHukam OyzneT He HpOCTO yrajiaTh CIOXHBIM HapoJb.
Hanexubie maposiu - 3To mapoyiv, KOTOpbIe COIepKaT HE MEHee 8 3HAKOB M BKJIFOYAIOT B C€0s1 CTPOUYHBIC U
IpONKCHbIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TaKME KaK 3HaK JoJuiapa, (hyHTa, BOCKJINLATEIbHBII
3uak u 1.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINUHBIE JJaHHBIE HAa CaliTaX, KOTOPBIM HE JOBEPSEIIb.

DJICKTPOHHAs 1OYTA

ONEKTpOHHAs I04YTa - 3TO TEXHOJOTUS W IPENOCTABISEMBIE €0 YCIYyTH IO IIEPECBUIKE H
MOJIYYEHHUIO 3JIEKTPOHHBIX COOOIIEHHWH, KOTOpBIE pPACHpeleNsIFoTCS B KOMIbIOTEpHON ceTu. OOBIYHO
AJIEKTPOHHBIN TOYTOBBIM SLIMK BBITJSIAUT CIEAYIOIIUM 00pa3oM: HUMs_IOJb30BaTEIA(@UMS_JOMEHA.
Takxe kpoMe nepegadn IpoCcToro TeKCTa, MMEETCs BO3MOKHOCTh TepeaBaTh (ailiibl.

OcHOBHBIE COBETHI 110 6€30MacHO paboTe C IMEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mnpaBUJIbHBIA NOYTOBBIM cepBHC. B HHTEpHETE ecThb OrpOMHBIA BBIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIy4IIIe TOBEPSATHh TEM, KOrO 3HACIIb U KTO MEPBBIN B peHTHHTE;

2. He yka3piBali B JHMYHOW mouTe JUYHYI0 uHGopManuio. Hampumep, nydme BbIOpaTh
"My3bIKadbHBIN (haHaT@" umu "pok2013" BMecTo "Temal3";

3. Wcnonp3yid ABYXATalHYK aBTOPU3ALMIO. JTO KOrJa ITOMHUMO IapoJil HYKHO BBOJHUTH KOJ,
IpucbUIaeMbIil o SMS;

4. BeiOepu cnoXHBIA Taposb. s KaXa0ro MOYTOBOTO SIIUKA JOKEH OBITh CBOW HAIC)KHBIMU,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecmm ecTb BO3MOXHOCTh HAaIllMCAaThb CaMOMY CBOM JIMYHBIA BONPOC, HCIOJNB3YH 3Ty
BO3MOKHOCTB;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SAIIUKOB. IIepBbIN Il 4aCTHOM MEPENUCKU C aapecaTaMu,
KOTOPBIM ThI JIOBEpSCIb. DTO AIIEKTPOHHBIN aJipec He HaJ0 UCTIONb30BaTh MPU PEruCTpalu Ha opyMax
W caMTax;




7. He otkpeiBaii (hailnbl M Apyrue BIIOKEHHUS B MUCbMAax, Ja)Xe €CIM OHM NMPHUIUIM OT TBOUX
apys3eit. Jlydine yTouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (ailibl,

8. Ilocne oxoH4aHus pabOTHI Ha MOYTOBOM CEpPBHCE TEPEN 3aKPHITUEM BKJIAJKH C CAUTOM HE
3a0ynb HaXaTh Ha "BeidTu".

Knﬁepﬁymmﬂr UJIH BUPTYAJbHOC U3A€BATECJILCTBO

KubepOymnuHr - mpecieqoBaHne COOOIICHUSMH, COJACPKAIIUMH OCKOPOJICHHS, arpecculo,
3aIyTUBaHKE; XYJIUTaHCTBO; COLUATbHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO O0pHOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiics B 60ii. Jlyummii cmoco0: MocoBeTOBAaThCA KaK ce0s BECTH W, €CJIM HET TOTo, K
KOMY MOXHO OOpaTHUTBhCS, TO BHAdaje yCIMOKOUTHCS. ECIU Thl HauHEIb OTBEYATh OCKOPOJICHUSIMH Ha
OCKOpOJIEHUS, TO TOJBKO e11ie O0JbIiIe Pa30iOKellb KOHDIUKT;

2. Yrpagisii cBoel KubeppenyTaimeii;

3. AHOHUMHOCTbH B ceTH MHUMas. CyllecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 33 aHOHUMHBIM
aKKayHTOM;

4. He crouT BecTH XyIUTaHCKUI 00pa3 BUPTyaIbHOHN XHU3HU. VIHTepHET (QUKCHUPYET BCE TBOU
JNCHCTBYS M COXPAHICT UX. Y JAIUTh UX OyJIeT KpaiHe 3aTpyTHUTEIIBHO;

5. Cobmrosiali CBOIO BUPTYaIbHYIO YE€CTh CMOJIOY;

6. Urnopupyil enuHunuHbli HeratuB. (OJHOpPA30BbIE OCKOPOUTEIbHBIE COOOILIEHUS Jy4lle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4aIbHOUW CTaNH,

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COIUATBHBIX CETIX
€CTh BO3MOXXHOCTbh OJIOKHPOBKH OTIIPABKU COOOILIEHUH C ONPEICICHHBIX apecoB;

8. Eciu THI cBuueTens KuOepOyiumHra. TBOM NEHCTBHSA: BBICTYNHTH MPOTHB IPECIIEIOBaTENs,
M0Ka3aTh €My, YTO €ro JEWCTBHS OLEHUBAIOTCS HEraTUBHO, MOJAJEPXKATh KEPTBY, KOTOPOM HYXKHA
[ICUXOJIOTMYECKast TIOMOILb, COOOLIUTH B3POCIBIM O (PAKTE arpecCUBHOIO IIOBEJIEHUS B CETH.

MoOunbHbIii TesiedoH

CoBpemeHHblE cMapT(OHBI U IJIAHIIETHI COAEpX,aT B ce0e BIIOJHE B3pOCIBbIA (PYHKIMOHAN, U
Telepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMHM KOMIIbIOTepaMu. OIHAKO, CPEICTB 3aIUUTHI JUIS
MOJI00OHBIX YCTPOMCTB NOKa OYeHb Maso. TecTupoBaHHe U MOUCK YA3BUMOCTEN B HUX MPOUCXOJUT HE TaK
MHTEeHCUBHO, Kak 1y 1K, To *e camoe kacaeTcss 1 MOOMIIbHBIX IPUIIOKEHUH.

CoBpemeHHbIe MOOUIIbHBIE Opay3ephl yKe MPAaKTHUECKU JIOTHAJIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacupenue GyHKIMOHAIA BJI€YET 3a COO0H OOJIBIIYIO CIOKHOCTh U MEHBIIYIO 3alllUIIEHHOCTb.

Jlaneko He Bce TMPOU3BOAUTENM BBIMYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTUYECKUE
YSI3BUMOCTH JUIsl CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JyIsi 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

Huuero He sBnseTcss mno-HacrosimeMmy OecrulaTHbIM. bynb ocTopoxkeH, Benp Korjpa Ttebe
npesaraT OecIylaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKUE-TO IUIaTHBIE YCIYTH;

Hymaii, npexnae yem otnpaButh SMS, ¢oTo mnu Buzaeo. Tl TOUHO 3Haellb, Te OHH OyAyT B
KOHEYHOM uTore?

Heo6x0a1Mo 06HOBIATE ONEPAMOHHYIO CUCTEMY TBOETO cMapT(OHa;

Hcnonp3yit aHTUBHPYCHBIE POTPAMMBI 11 MOOMITBHBIX TeNle()OHOB;

He 3arpyxkail mnpuioxeHHss OT HEU3BECTHOTO HWCTOYHMKA, BEIb OHU MOIYT COJAEpXKarb
BPEJIOHOCHOE MPOTrpaMMHOE 00eCIeYeHUE;

[Tocne Toro xak Thl BBIAAEIIL C CalfTa, e BBOAWI JHUUHYIO MH(OpPMAIHIO, 3aiil1 B HACTPOUKH
Opaysepa u ynanu cookies;

[Teproanuecku MpoBepsii, KAKUE IUIATHBIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JaBail cBoil HOMep MOOWJIBHOTO TeiepoHa TOJBKO JIOJAM, KOTOPBIX Thl 3HAClIb U KOMY
JIOBEpSIEIIb;

Bluetooth momkeH OBITH BBIKJIIIOYEH, KOTJa Thl UM HE TMoOjb3yembcs. He 3abpiBaii mHOTIA
IIPOBEPSTH 3TO.




Online urpsi

CoBpeMeHHbBIC OHJIAMH-UTPBI - 3TO KPAaCOYHBIC, 3aXBaTHIBAIOIINE Pa3BICUCHHS, O0BHEAMHSIONINE
COTHH THICSY YEJIOBEK M0 BceMy MUpy. Urpoku UCCIEAYIOT TaHHBI UM MUP, OOIIAIOTCS JPYT C IPYTOM,
BBITIOJIHAIOT 3aJaHUsl, CPaXalOTCs C MOHCTpPaMH M TOJYYarOT ONBIT. 3a yJIOBOJbCTBUE OHHU IUIATST:
MOKYIAIOT JUCK, OIJIAYMBAIOT A00OHEMEHT WJIH MTPHOOPETAIOT KAKKE-TO OIIIUH.

Bce st cpenctBa MayT Ha MOAIEpKaHUE W Pa3BUTHE MIPhI, a TaKkKe Ha caMy 0e30macHOCTH:
COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3AIlMH, BBIMYCKAIOTCS HOBBIC Martyu (UM(GPOBBIC 3aIUIaTKH IS
MporpamMM), 3aKphIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX UTpax CTOUT OMAacaThCsi HE CTOJIBKO CBOHMX COMEPHUKOB, CKOJIBKO KPaKU TBOETO
MapoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa aBTOPU3AIIUH OOJIBIITMHCTBA UTP.

OcCHOBHBIE COBETHI 110 0€30MMaCHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecnmm apyroii urpok BemeT ceOs MI0X0 WM CO3JaeT TeOe HEMPUSATHOCTH, 3a0JIOKUPYH €ro B
CITMUCKE UTPOKOB;

2. Iloxanyiics aaMUHUCTpATOpaM WIPhl HAa IUIOXO€ MOBEJAEHUE JTOTO HWIPOKa, >KEJIATEeIbHO
MPUJIOKUTH KaKHE-TO JI0KA3aTEJIbCTBA B BUJE CKPUHOB;

3. He yka3biBaii 1uunyro nHGopMaiuio B mpodaiine urpsl;

4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeoduIIMaIbHbBIE TATYH U MOJIBI;

6. Mcnonp3yil clioKHbIE U pa3Hble apoJy;

7. Jdaxe BO BpeMs UIpbl HE CTOUT OTKJIOYaTh aHTUBUpYC. [Ioka Thl Urpaemib, TBOl KOMIIBIOTED
MOTYT 3apa3uTh.

@OUINMHT WIN Kpaka JUIHBIX JaHHBIX

OObIyHON Kpasked JIeHer M JOKYMEHTOB CErofHs YK€ HUKOTO HE€ YAMBHILb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JOYMBILIUICHHUKH TMEPEMECTUIIUCh B HMHTEPHET, U MPOJOHKAIOT 3aHHUMAThCA
"1r0O0UMBIM" 1€TI0M.

Tak mosiBUIIach HOBasi yrpo3a: HHTEPHET-MOIIEHHUYECTBA WK (UIIMHT, TJIaBHAasl Lelb KOTOPOro
COCTOMT B TNOJYyYeHUM KOHQUACHLIMAIBHBIX JAaHHBIX I0Jb30BaTeNeil - JOrMHOB U mapoieil. Ha
aHrMicKoM s3bike phishing untaercs kak pummHr (ot fishing - peiOHas n0Bis, password - mapoJb).

OcHOBHBIE COBETHI 110 OOPHOE € QUILTMHIOM:

1. Cneau 3a cBouMM akkayHTOM. Ecnu Thl mojo3peBaelb, YTO TBOsSI aHKETa ObuIa B3JIOMaHa, TO
HE00XOMMO 3a0JIOKMPOBATH €€ U COOOIINTH aIMUHUCTPATOpPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonb3yit OezomnacHble BeO-CaiiThl, B TOM YHCIIe, UHTEPHET-Mara3uHoB U IOUCKOBBIX CUCTEM;

3. Hcnonb3yii CilOXHBIE W pa3Hble Napoiu. Takum oOpa3oM, eciiku TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TOJYYaT AOCTYH TOJIBKO K OJJHOMY TBOEMY ITPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu TeOs B37IOMald, TO HEOOXOIMMO MPEAYNpPENUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE
no6aBneHsl y TeOs B JApYy3bsX, O TOM, YTO TeOs B3JIOMaJM M, BO3MOXKHO, OT TBOEro MMEHH Oyner
paccbuIaThCs CllaM U CCbUIKM Ha (PUILIMHTOBbIE CalThI;

5. Ycranosu HazexHbIi naposs (PIN) Ha MOOHIBHBIN TenedoH;

6. OTKIIIOYH COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpeiBaii (hailbl M Apyrue BIIOKEHUS B MUChbMaX, JakKe €CIM OHU IMPHUIUIA OT TBOUX
npyseit. Jlydie yTouyHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (ailiibl.

Hudposas penyranus

[MudpoBast penmyranus - 3TO HEraTMBHas WM MO3UTHBHAas HHQOpManus B ceThd O Tele.
Komnpomerupyromas HHGpopMaius, pa3MelieHHas B MHTEPHETE, MOXKET CePbEe3HBIM 00pa3oM OTPa3UTHCS
Ha TBOeHl peanpHOU )u3HH. "lludpoBas pemyramus" - 3TO TBOM MMHIK, KOTOPBIA (opmupyercs u3s
uHpopmanuu o Tede B MHTEpHETE.

TBoe MecTo XKHMTENbCTBa, y4eObl, TBOE (PUMHAHCOBOE IOJIOKEHUE, OCOOCHHOCTH XapaKTepa M
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mOAPOCTKH JETKOMBICIEHHO OTHOCATCS K MNyOJIMKauuu JuyHOM wuHOpManuu B




WHTepHeTe, HE NOHMMAas BO3MOKHBIX MOCHEACTBUH. Thl Ja)ke HE CMOXKEIIb J0rafaThCsi O TOM, YTO
¢dororpadus, pazMerieHHas 5 et Ha3aj, cTajla IPUYMHON 0TKa3a MPUHATH TeOs Ha paldoTy.

KommenTapuu, pasmernienne TBoux ¢ororpaduii u apyrue ACHCTBUS MOTYT HE MCUYE3HYTHh JaXKe
mocje TOro, Kak Thl UX YAalnulllb. Thl HE 3HAellb, KTO COXPAaHMI 3Ty MH(OpMAIHIO, ToNajia JU OHA B
IIOMCKOBBIE CUCTEMBbl M COXPAaHWJIACh JIM OHA, a IVIABHOE: YTO MOIYMAIOT O TeOe OKpYXarollue JIOIH,
KOTOpBIE HAWAYT M YBUAAT 3T0. HaifTn nHpOpMaLnio MHOTO JIET CITyCTSI CMOXKET JI000# - Kak U3 JOOphIX
o0y /I€HUH, TaK ¥ C HAMEPEHUEM IPUYUHUTH BpeA. ITO MOXKET ObITh KTO YTOAHO.

OcCHOBHBIE COBETHI IO 3aLIUTE IU(PPOBON permyTaIiu:

1. ITogymaii, mpexxae yem 4To-To MyOIMKOBaTh U MepeaBaTh y ceds B O10re Win B COLUANBHOM
CETH;

2. B HacTpoiikax npoQuis yCTaHOBU OIPAHMYEHHUS Ha MPOCMOTP TBOEro MNpoduis U ero
COJIEP’KUMOT0, CIEJIall €ro TOJIBKO "1uIst Ipy3ein';

3. He pa3memaii u He ykas3blBall MH(pOpPMALMIO, KOTOPas MOXXET KOro-iubo OCKOpOJIATh WM
OOMXaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IKOJIBHUKY - aKTUBHBIE TIOJIB30BATENH HU(POBOTO mpocTpancTBa. OIHAKO JaeKo
HE BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTUMHU BO3MOXHOCTSAMU LIU(DPOBOro MUpa TpeOyeT COONIOACHHUS TPaB
Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTb.

TepMuH  "UHTEIJIEKTyallbHAsi COOCTBEHHOCTH"'  OTHOCHUTCS K  DPa3JIUYHBIM  TBOPEHHIM
YeJI0BEYECKOI0 yMa, HauWHas C HOBBIX HM300peTEeHUIl M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTH HA
NPOAYKTHl U YCIyTd, W 3aKaHuuBas KHHUramu, ¢ororpadusMu, KMHOGUIBMAMH M MY3bIKaJbHBIMU
IIPOU3BEIECHUSMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha UHTEIICKTYaJbHYI0 COOCTBEHHOCTh HAa MPOM3BEICHUS HAYKH,
JUTEpaTyppl M HCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KauyeCTBE TrapaHTUU TOrO, YTO
WHTEJJICKTYalbHBIM/TBOPUECKU TpyA aBTOpa He OyneT HampacHbIM, JacT €My CIpaBelJINBbIC
BO3MOYKHOCTH 3apa00TaTh Ha PE3yNbTaTax CBOETO TPYZAa, IMOJYYUTh U3BECTHOCTh M Ipu3HaHWe. HUKTO
0e3 paspelieHus] aBTopa HE MOXKET BOCIPOM3BOAUTH €r0 NPOU3BEJACHHE, PACIPOCTPAHATh, MYOJIUYHO
JI€MOHCTPUpPOBaTh, IMpojaBaTh, HMIIOPTUPOBATh, IYCKaTb B TNPOKaT, MYOJUYHO HCIOIHSITH,
MOKAa3bIBATh/UCTIONHSATH B 3(pupe miu pa3memars B lHTepHeTe.

Hcnonp3oBanue "muparckoro" mporpaMMHOTO 00€CTieueHrs MOKET IPUBECTH K MHOTHUM PUCKAM:
OT TOTEepPU JaHHBIX K TBOUM aKKayHTaM [0 OJOKHpPOBKHA TBOETO YCTPOMCTBA, TJl€é YyCTAaHOBJICHA
HeneranbHass nporpamMma. He cTtouT Taxke 3a0bIBaTh, UTO CYIIECTBYIOT JIerajbHble M O€CIUIaTHBIE
MIPOrpaMMbl, KOTOPbIE MOYKHO HATH B CETH.

O noprane
CeteBnuoK.p¢ - TBOH I'JIaBHBIM COBETUMK B CETHU. 3/1€Ch Thl MOXKEIIb Y3HaTh O 0€30MAaCHOCTH B

CCTU TMOHATHBIM W AOCTYIIHBIM A3BIKOM, a IPHW BO3HUKHOBCHUU KpI/ITI/IqCCKOfI CUTyaluu O6paTI/ITBC$[ 3a
COBETOM. A TakKe MPUHATH YIaCTHC B KOHKYpPCaX U CTaTb CAMbIM I_[I/I(I)pOBBIM Fpa)K,Z[aHI/IHOM!

[Ipunoxenne N 3

IMAMSITKA JJISI POAUTEJIEH Ob MHO®OPMAIIMOHHOM BE3ONMACHOCTH
NETEN

Onpenenenne TepMuHa "uHOpMaIMoHHas O€30MacHOCTh AeTeil”" copepkutcs B DenepaibHOM
3akoHe N 436-03 "O 3amure aereil oT HHGOPMAIUH, IPUIUHSIONICH BpPEl UX 3I0POBBIO U PA3BUTHIO",
PETyIUPYIOIIUM OTHOLICHHS], CBSI3aHHBIE C 3alllUTONW JeTeil oT mH(pOopMaluu, TPUYUHSIONIEH Bpen UX




310pOBbIO U (MiK) pa3BuTuio. CorinacHo JaHHOMY 3aKOHY "MH(OpMaIoHHast 0€30MacHOCTh AeTei" - 3To
COCTOSIHUE 3alIMIIEHHOCTH, IIPH KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBIM C MPUYMHEHUEM MH(OpMaIueit
BpeJla UX 370POBbIO U (WIH) PU3NUECKOMY, ICUXUIECKOMY, 1yXOBHOMY, HPAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepansHoro 3akona N 436-O3 undopmanueit, NpUUUHSIONIEH Bpea 310pOBbIO U (WIIH)
Pa3BUTHIO JI€TEH, SBIISAETCS:

1. mapopManus, 3anpemeHHas 1l paCupOoCTPaHEeHUs CPEIU AeTeH;

2. wuHdopManus, pacHpoCTpaHEHHWE KOTOPOW OrpaHHYEHO Cpeiu JIeTed OIpelesIeHHbIX
BO3PACTHBIX KaTErOpUi.

3. K uadopmarnun, 3anpenieHHo i pacipoCcTpaHeHUs Cpeau JeTel, OTHOCUTCA:

4. nadopmanus, noOyxaarouas AeTeil K COBEPIICHUIO ACUCTBUM, MPEACTABIAIONMX YIPO3Y HUX
KHU3HU U (M) 3[J0POBBIO, B T.4. IPUYMHEHUIO BPEJa CBOEMY 3/10pPOBbIO, CAMOYOUNCTBY;

5. clocoOHOCTH BBI3BATh y JIETEH JKeJaHue yNoTpeOUTh HAPKOTUYECKHE CPEICTBA, ICUXOTPOITHBIC
U (MaM) OXypMaHMBAIOIIME BELIECTBA, TaOauHble W3JENUsA, AJIKOTOJIBHYIO U CIHPTOCOJEPIKAILYIO
IIPOJYKIIMIO, TMBO M HAIMTKH, U3rOTaBIMBAEMbIE HA €I0 OCHOBE; NPUHATH y4acTHE B a3apTHBIX UIpax,
3aHUMAaTbCs IPOCTUTYLUEH, OPOISKHUUECTBOM UJIH MONPOIIAHUYECTBOM;

6. 000CHOBBIBAOIIAS] WJIM OTIPABABIBAIONIAS JOIMYCTUMOCTh HACWINS M (MJIM) JKECTOKOCTH JINOO
o0y KAarolasi OCyIIEeCTBIIATh HACUJIbCTBEHHbIE JIEWCTBUS 10 OTHOLICHHUIO K JIFO/IIM U )KUBOTHBIM;

7. oTpumammas CeMEWHbIe LHEHHOCTH U (opMupyromas HEyBaKEHHE K POIUTEISIM M (WJIIH)
JPYTUM 4JIEHAM CEMbU;

8. olpaB/AbIBaIOLIAs IPOTUBOIPABHOE ITOBECHMUE;

9. copeprkalias HELEH3YPHYIO OpaHb;

10. conepxatas nHGOPMAIIHIO TOPHOTPAPUISCKOTO XapaKTepa.

K undopmanum, pacnpocrpaHeHne KOTOPOH OrpaHUUYEHO Cpeau JAeTeil onmpeeeHHOro Bo3pacrta,
OTHOCHTCSL:

1. unpopmanus, npeacTapisieMas B BUAe U300pakeHUs WIN ONUCAHUS )KECTOKOCTH, (PU3NIECKOTO
1 (M) TICUXHYECKOTO HACHIIHS, TPECTYIUICHUS MIIM HHOTO aHTHOOIIECTBEHHOTO JIEHCTBHUS;

2. BbI3bIBAIOIIAs y JI€TEH cTpax, y’Kac WiIM NaHMUKY, B T.4. MpEACTaBiIseMas B BUJIE U300paKeHUs
WIA ONHCAaHUS B YHIDKAIONIEH YeIOBEYECKOe IOCTOMHCTBO (hOpME HEHACHIBLCTBEHHOM CMEpTH,
3a00JeBaHus, CAMOYOMIICTBA, HECUACTHOI'O ClTy4asi, aBapUu WM KaTacTpodbl U (WIM) UX MOCIEICTBUMI;

3. mpexacrapisiemMasl B BUi€ U300pakeHUsl UM ONMMCAHUS MOJIOBBIX OTHOLIEHUH MEXy MY>KUMHON
M KEHIITUHOM;

4. comeprxaiasi OpaHHBIE CII0BA U BBIPAXKEHUSI, HE OTHOCSIINECS K HELEH3YpHOI OpaHH.

C yuerom storo Bam mnpeanaratorcs mpaBuia paOoTel B ceTu VHTepHeT Ui pa3iuyHbBIX
BO3PACTHBIX KaTeropui, cOOI0IEHNE KOTOPHIX MO3BOJIUT 00ECIeUNTh HHPOPMAIIMOHHYIO 0€30M1acCHOCTh
BAaIlIUX JCTEH.

OO0mme npaBuJIa 1Jis1 poanTeIei

1. He3zaBucumo oT Bo3pacTa peOeHKa MCIONB3yiTe MporpaMMHOE oOecreyeHHe, MOMOraroiiee
¢uIbTpOBaTh MW KOHTPOJUPOBATH HMH(OpMAIMIO, HO HE IoJjaraiiTech IOJHOCTbIO Ha Hero. Barie
BHUMaHME K PeOCHKY - IJIaBHBIA METO/1 3aIUTHI.

2. Ecniu Bam pebGeHOK HMMeeT akKayHT Ha OJHOM U3 coluaibHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m.), BHMMaTeNbHO H3y4YHTE, KaKyl0 HH(POPMALMIO TOMEINAIOT €ro
YYaCTHUKH B CBOMX Mpoduiisix u Oiorax, BKIoYast pororpaguu u BUJEO.

3. IlpoBepbTe, ¢ KakuMH JAPYIrMMU CalTaMHM CBSI3aH COLMAIbHBIM cepBuC Barero pebeHka.
Crpannukn Bamrero peGeHka MOryT OBITH 0€30MacHBIMH, HO MOTYT H COAEP)KaTh CCBUIKM Ha
HEe)XeJaTeNbHble M ONAcHbIE CalThl (HAmpuUMep, MOPHOCANT, WM CalT, HA KOTOPOM JApYr YIMOMHHAET
HOMED coToBOTO Tenedona Bamero pedenka wim Bam momarauit aapec)

4. Moompsiite Bamux nereit coodmiats 060 BCeM CTPAaHHOM WM OTTAJIKUBAIOIIEM U HE CIMILIKOM
OCTPO pearupyiTe, KOTJa OHH 3TO JENAloT (M3-3a OMaceHWsl MOTEepATh AOCTyHn K MHTepHeTy netm He
TOBOPSAT POJUTENSAM O IpoliieMax, a TakKe MOTYT HauyaTh MCIIOJIb30BaTh VIHTEpHET BHE I0Ma U ILIKOJIbI).

5. Bynpte B Kypce ceTeBoi ku3HHM Bamrero pebenka. MHTepecyiiTech, KTO UX Apy3bs B MHTEpHET
TaK ke, KaK HHTEPEeCYeTeCh PEAbHBIMU APY3bsIMH.




Bo3zpact ot 7 10 8 et

B HHurtepHere peOGEHOK cTapaeTcss MOCETHTh T€ WM HWHBIC CaWThl, a BO3MOXXHO M 4YaThl,
paspelieHre Ha MOCEUIeHUe KOTOPBIX OH He MOJXydni Obl oT poauteneit. [losTtomy poautensM ocoOGeHHO
10JIE3HbI OyyT T€ OTYETHI, KOTOPbIE MPEAOCTABISAIOTCS IPOrpaMMaMH 110 OIPAaHUYEHUIO UCIIOIb30BaHUS
WutepHera, T.e. Pogurenbckuii KOHTPOIb WM TO, YTO BBl CMOXETE YBHJIETh BO BpeMEHHBIX (paiinax. B
pesyinbTare, y pebeHka He OyJeT OUIYIIEHHUs, YTO 3a HUM BEAETCS IMOCTOSIHHBIM KOHTPOJb, OJHAKO,
poauTenu OyAyT MO-TIPEeKHEMY 3HATh, KAKHE CAlThl MOceIaeT ux peOeHoK. JleTw B 1aHHOM BO3pacTte
00J1aJjal0T CUJIBHBIM YyBCTBOM CEMbHU, OHHU JIOBEPUYMBBI U HE COMHEBAIOTCS B aBTOpUTeTax. OHM JIIOOSAT
UIpaTh B CETEBBIE UIPHI U IYTEIIECTBOBATh 110 MIHTEpHETY, UCIOIb3Ysl JIEKTPOHHYIO IIOUTY, 3aX0AUTh Ha
CaMTHI U YaThl, HE PEKOMEHI0BAHHBIE POJUTEISIMHU.

Cosetsl 110 Oe30macHocTH B cetu UHTEepHeT muis neteit 7 - 8 ner

1. Co3pmaiiTe cIMCOK JOMAIIHUX MpaBWIi Mocemienus: MHTrepHera npu yyactuu aereil u tpedyiite
€ro BbIMIOJHEHUS.

2. TpeOyiite ot Bamiero pebenka coO0eHUs BPEMEHHBIX HOPM HAXOXKACHUS 32 KOMITBIOTEPOM.
ITokaxxute pebeHky, uto Bbl HabmogaeTe 3a HUM He OTOMY 4TO Bam 3T0 Xxouercs, a moTomy 4To BbI
0eCroKOUTECh O €ro 0€30MaCHOCTH U BCET/1a TOTOBBI €My ITOMOYb.

3. Kommblorep ¢ moaxitoyeHueM K MHTepHeTy NOKEH HAaxoOUThcs B OOIEH KOMHATe IOJ
IIPUCMOTPOM POJUTENECH.

4. Vicnonp3yiiTe crienuanbHble 1eTCKUE TOMCKOBbIE MAIIUHBI.

5. Hcnonp3yiiTe cpeicTBa OJOKUPOBAHUSA HEXKENATEIBHOIO KOHTEHTAa KakK JIOMOJIHEHHE K
CTaHJapTHOMY PouTeNnbCKOMY KOHTPOJIIO.

6. Co3naiiTe CeMEWHBINH EKTPOHHBIN SALINK, YTOOBI HE TO3BOJIUTH JIETSIM UMETh COOCTBEHHBIC
azpeca.

7. brnokupyiTe a0CTynm K cailTaM C O€CIUIATHBIMU TOYTOBBIMHU SIIIUKAMU C TIOMOIIBIO
COOTBETCTBYIOLIETO IPOrPaMMHOI0 0OecIeueHusl.

8. Ilpuyunte nereil coBeToBaThCs ¢ Bamu mepen omyOJMKOBaHMEM KaKOW-THOO HH(MOpMAIMH
CpeACTBaMU 3JIEKTPOHHOM MMOUTHI, YaTOB, PETMCTPALMOHHBIX POPM U TpoQuiIeH.

9. Hayuute nereil He 3arpyxarthb (pailibl, IporpaMMbl UJIM MY3bIKY 0€3 Balllero COriacHusl.

10. He paspemaiite geTsM UCIOJIB30BaTh CIyKObl MTHOBEHHOT'O OOMEHA COOOIICHUSIMHU.

11. B "GenbIit" criucok caiToB, pa3pelIeHHbIX /IS TOCEIIEHUSI, BHOCUTE TOJIBKO CAalUThI C XOPOILIeH
penyranuen.

12. He 3a0biBaiiTe OecenoBaTh ¢ 1eThbMU 00 UX Jpy3bax B MHTepHeTe, kak eciu Obl peyb 1Ia O
IPY3bsX B peaIbHON KU3HU.

13. He nenaiite "Taby" U3 BOIpPOCOB MOJOBOM U3HHU, TaKk Kak B IHTepHeTe neTH MOTyT JEerKo
HATKHYThCS Ha IOPHOTpaHIo UM CalThl "1 B3pOCHbIX".

14. Ilpuyuure Bamero pebeHka coobmaTh BaM O JHOOBIX yrpo3ax WJIM TPEBOTax, CBA3aHHBIX C
WutepHerom. OcraBaiiTech CHOKOHHBIMH M HAIlOMHUTE JAETSAM, YTO OHM B OE30MACHOCTH, €CIIU CaMH
pacckaszaiy BaM O CBOMX TpeBorax. lloxBamure ux M NOCOBETYWTE MOJOMTH emie pa3 B MOJOOHBIX
Cllydasx.

Bo3spacr gereii ot 9 10 12 ger

B nanHoM Bo3pacte JeTH, Kak MPaBUIIO, YKE HACIBIIMIAHBI O TOM, Kakas HH()OpMAIIUs CYIIeCTBYET
B NHTepHete. COBEPIIEHHO HOPMAJIbHO, YTO OHU XOTAT 3TO YBUIETh, IPOUYECTh, yCIblaTh. [Ipu 3ToM
HY>KHO TIOMHUTB, YTO JIOCTYI K HEXeJaTEIbHBIM MaTepuagaM MOXHO JIETKO 3a0J0KHPOBATh MPU MTOMOIIIH
cpenctB Ponurensckoro KOHTPOIIS.

CoBeTbl 10 0€30I1acCHOCTH I nereit ot 9 1o 12 ner

1. Co3maiiTe CIMCOK JOMAITHUX MpaBWi MocelieHuss MHTepHeT mpu ydactuu neteil u tpelyiite
€ro BBINOJHEHHUS.

2. TpeOyiite ot Bamero pedenka coOII0eHIS HOPM HAXOXKICHHS 32 KOMITBIOTEPOM.

3. HaGmomaliTe 3a peOeHKOM TIpH pabOTe 3a KOMIIBIOTEPOM, IOKXHUTE €My, 4YTO Bal




OecroKouTech 0 ero 6€30MacHOCTH U BCET/1a TOTOBBI 0Ka3aTh €My ITOMOIIIb.

4. KommpioTep ¢ MOAKIIOYEHHEM B VIHTEpHET NOJKEH HAXOAWUThCS B OOLIe KOMHATe MOJ
MPUCMOTPOM POAUTENEH.

5. HUcnonp3yiiTe cpenactBa OJOKMPOBAHUS HEXKEIATEIbHOTO KOHTEHTa Kak JIOMOJHEHUE K
CTaHJApTHOMY PouTeNnbCKOMY KOHTPOJIIO.

6. He 3a0pIBaiiTe MpHUMATh HEMOCPEICTBEHHOE YUaCTHE B )KU3HH peOeHKa, OeceJoBaTh C JETbMU
00 ux 1py3bsax B MHTepHeTe.

7. HacrauBaiiTe, 4TOOBI J€TH HUKOTAA HE COTJAIIAIMCH HA JIMYHBIE BCTPEUYH C JPY3bSIMH IO
HNutepnery.

8. ITo3BousiiTe AETAM 3aXOAUTH TOJIBKO HA CAWTHI U3 "Oeoro" crucka, KOTOPBI CO31aliTe BMECTE
C HUMH.

9. Ilpuyunte nereil HMKOTZA HE BbIIABaTh JUYHYIO HH(OPMAIMIO CPEICTBAMH 3JIEKTPOHHOM
IOYTHl, YaTOB, CHCTEM MIHOBEHHOIO OOMEHa COOOLICHHUSMH, PETHUCTPALMOHHBIX (OPM, JMUHBIX
npoduiiel ¥ Mpu perucTpaluy Ha KOHKYpChl B IHTEpHeTe.

10. Ilpuyunte neredt He 3arpykarhb mporpammbl 0e3 Bamiero paspemenus. OObICHUTE UM, YTO
OHU MOTYT CJIy4YailHO 3arpy3uTh BUPYCHI WU APYTrO€ HEKENATEIHHOE IPOrPaMMHOE 00eCIIEUEHHE.

11. Coznaiite Bamemy peOeHKy OrpaHHYEHHYIO YYETHYIO 3aIUCh JUIsl paO0Thl Ha KOMIIBIOTEPE.

12. Ilpuyunte Bamero pebenka cooOmarh BaM O JIOOBIX Yrpo3ax WM TPEBOrax, CBSI3aHHBIX C
WuTepHerom. HamoMHuTE A€TAM, 4TO OHU B OE€30IIACHOCTH, €CJIM CAMHU PacCKa3ald BaM O CBOUX TPEBOIax
U OTIaCEHUSsIX.

13. Pacckaxkure netsim o nopHorpaduu B MHTEpHeTE.

14. HacrauBaiiTe Ha TOM, 9TOOBI J€TH MPEIOCTABIILIN BaM JIOCTYII K CBOCH JIEKTPOHHOM MOYTe,
4TOOBI BBl YOEIWIINCH, YTO OHU HE OOIIAI0TCS ¢ HE3HAKOMIIAMHU.

15. OObsicHuTE nOETAM, YTO HENb3sl UCHOJIb30BaTh CETh JUIS XYJIWTAHCTBA, PAaCIpOCTPAHEHHUS
CIUIETEH WU yIpo3.

Bo3spacr aereii ot 13 10 17 aer

B »TOM BO3pacte NOIPOCTKM AKTUBHO MWCIIOJNB3YIOT ITOMCKOBBIE MAIIHMHBI, IOJIB3YIOTCA
AJIEKTPOHHON MOYTOMH, CIIy’)k0aMU MTHOBEHHOTO OOMEHa COOOIEHUSMHU, CKAUUBAIOT MY3bIKY U (PUIIBMBI.
MasnpuukaM B 3TOM Bo3pacTe O0Jblle 110 HpaBy CMETaTh BCE OTPaHMUYEHMS, OHHU JKaX1yT rpy0oro roMopa,
a3apTHBIX UTP, KAPTUHOK "11s1 B3pocibixX". JIEeBOUKHM MPEANOYNTAIOT OOMIAThCS B YaTaX, MPU 3TOM OHU
ropaszio 6ojee 4yBCTBUTEIbHBI K CEKCYaJIbHBIM JOMoraTeiabcTBaM B IHTepHeTe.

3ayacTylo B JaHHOM BO3pPAacTe POAUTENSM yXKe BEChMa CII0)KHO KOHTPOJIMPOBATh CBOUX JIETEH, TaKk
Kak 00 lHTepHeTe OHM YK€ 3HAIOT 3HAYMTENbHO OOJbIlle CBOMX poauTeneld. Tem He MeHee, He
oTmyckaiTe neredl B '"cBobongHoe miaBaHue" mo HWHrepHery. CrapaliTech akTUBHO Y4acTBOBaTh B
obmenun pedbenka B MIHTepHeTe.

Baxxno no-npexHemy ctporo codmoaaTh npasuia MIHTepHeT-0€301aCHOCTH - COTJIALIEHUE MEXAY
pooutensiMu M AetbMU. Kpome TOro, HeoOXOAMMO Kak MOXHO dalle MPOCMaTpUBaTh OTYETHl O
nesitenbHocTH Aereid B MHrepHere. Crenyer oOpaTuTh BHUMaHUE Ha HEOOXOAMMOCTBH COJAEPIKAHUS
POIUTENBCKUX Mapojel (maposiel aJMUHHCTPATOPOB) B CTPOrOM CEKpeTe U OOpaTUTh BHUMaHHUE HA
CTPOrOCTh 3THUX NapOJIEH.

CoBeTsl 110 0€30MacHOCTH B 3TOM Bo3pacTe oT 13 mo 17 et

1. Co3paiiTe cnMCOK JOMAIIHUX MpaBUi MocerieHus: VHTepHeTa Mpu ydacTMHM MOAPOCTKOB U
TpeOyiiTe 0e3yCIIOBHOTO ero BhIMoJHEHUs. OOroBopuTe ¢ peOEHKOM CIHCOK 3alpenieHHbIX CauTOB
("uepHsbIii crincok"), yacel paboTsl B IHTEpHETE, pyKOBOACTBO 10 0011eHHI0 B IHTepHEeTe (B TOM YHCiIe B
gaTax).

2. Kommbrotep ¢ noaKiIoueHreM K cetu IHTepHeT A0JKeH HaXOAUThCS B 001Iei KOMHaTe.

3. He 3a0biBaiiTe OGecenoBaTh ¢ AeTbMH 00 MX ApYy3bsix B VMHTepHeTe, O TOM, 4eM OHM 3aHSATHI
TakuM 00pazom, OyATO peub WUIET O APY3bsX B pealbHOM ku3HU. CrpalinBaiiTe o JIOJSMX, C KOTOPBIMHU
JIETH OOIIAIOTCSI TTOCPEJICTBOM CITY)KO MIHOBEHHOTO OOMEHa COOOIICHHSIMHU, YTOOBI YOSAUTHCS, YTO ITH
JIIOAM UM 3HAKOMBI.

4. Hcnonw3yiiTe cpencTtBa OJOKHMPOBAHHS HEXKEIATEILHOTO KOHTEHTAa KakK JOMOJHEHUE K




CTaHIapTHOMY PoauTensckoMy KOHTpPOIIIO.

5. HeobxonuMo 3HaTh, KAKUMHU 4YaTaMM MOJIb3yIOTCs Bamm neru. Iloomipsiiite ucmonb3oBaHue
MOJIEpUPYEMBIX YaTOB M HACTAUBANTE, YTOOBI IETH HE OOLAINCH B IPUBATHOM PEKUME.

6. HacrauBaiiTe Ha TOM, YTOOBI JETH HUKOIJA HE BCTPEUAIMCH JIMYHO C APY3bSIMH U3 CETH
Hutepner.

7. llpuyunTe netei He BBIAABATH CBOIO JIMYHYIO HH(MOPMAIMIO CPEACTBAMH JIEKTPOHHON MOYTHI,
YaTOB, CUCTEM MIHOBEHHOI'0 0OMEHa COOOIEHUAMM, PETUCTPAllMOHHBIX (hOPM, JIMYHBIX ITPpOodUIIeH U IpU
perucrpanuy Ha KOHKypchl B IHTepHeTe.

8. [Ipuyunre nereii He 3arpyxaTh MporpaMmel 0e3 Bamiero paspemienns. OObsICHUTE UM, YTO OHH
MOTYT CITy4aifHO 3arpy3UTh BUPYCHI HIIH JIpYTO€ HEXeIaTeIbHOe MPorpaMMHOe 00ecriedeHue.

9. Ilpuyunte Bamero pebeHka cooOuare BaM O JHOOBIX yrpo3ax WIM TPEBOIax, CBS3aHHBIX C
WuTepnerom. HanoMHuTe I€TSIM, YTO OHU B O€30MACHOCTH, €CIIM CAMH PAacCKa3alid BaM, O CBOMX YTP0O3ax
iy TpeBorax. IloxBanuTe nx U NOCOBETYHTE MOAONTH €lle pa3 B OJOOHBIX CIydasX.

10. Pacckaxute nersm o nopHorpaduu B HMurtepnere. [lomorute mm 3amuTHTBCS OT CIIama.
HayuuTe nmoapocTkoB He BbIaBaTh B MIHTEpHETE CBOErO PEANBHOIO JIEKTPOHHOIO agpeca, HE OTBEYaTh
Ha HeXeaTeJIbHbIE MHChMa U UCTIOIb30BaTh CIICIUATbHBIC TIOYTOBBIC (PHIIBTPHI.

11. [IpuyunTe cedst 3HAKOMUTBCS ¢ caliTaMK, KOTOPbIE TOCELIAIOT MOIPOCTKH.

12. Hayuute nereii yBaxkaTb IPYyrux B WHTEpHETE. YOenuTeCh, YTO OHH 3HAIOT O TOM, YTO
IIpaBWJIa XOPOLIETO MOBEAEHUS IEHCTBYIOT BE3JE - Ja)K€ B BUPTYaIbHOM MUPE.

13. OOBsicHuTe AETAM, YTO HH B KOEM Cllydae HeNb3s HMCHoib30BaTh CeTh IS XyJIHTaHCTBA,
pacnpoCTpaHEHUs CILUIETEH WU YIPO3 APYTUM JIOJSAM.

14. OOGcyaute ¢ MOAPOCTKaMU MPOOJIEMBbI CETEBBIX Aa3apPTHBIX WUIP U HX BO3MOXKHBIA PUCK.
Hanomuure, 4TO 1€TH HE MOTYT MUI'PATh B 3TH UI'PBI COIVIACHO 3aKOHY.

[TocTosiHHO KOHTpoOJIMpPYHTE Ucnoib3oBaHue MHTepHera Bammm peGenkoMm! J1o He HapylieHue
€ro JINYHOIO IIPOCTPAHCTBA, a Mepa IPEJOCTOPOXKHOCTH M IposiBIeHHE Bamel poauTenbekon
OTBETCTBEHHOCTH U 3a00THI.




